Hacking MFPs

PostScript(um—you’ve been hacked)

Andrei Costin <andrei@srlabs.de>
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Andrei: Hardware hacker & coder

Hacking MFEPs (for fun & profit)

General
IT/AP/GSM
security

http://andreicostin.com/papers/
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http://code.google.com/p/mfcuk/
http://andreicostin.com/papers/
http://andreicostin.com/papers/
http://andreicostin.com/papers/

Quick Quiz

Which vendor do you think this talk is about?
(.,e. Whose MFPs do you think are least secure?)

Canon

Participating audience results:
5% 70% 20%
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Agenda

} 1. Quick refresher

2. What about PostScript?
3. So, what and how did you find?
4. Attacks in a nutshell

5. Solutions and conclusions
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MFPs carry large abuse potential
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MFP hacking goes back to the 1960’s

The “micro”-film camera, marked X

“Spies in the Xerox machine”
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http://books.google.com/books?id=KIEIX2X-na8C&lpg=PA68&ots=2im-APXCTH&dq="Spies in the Xerox Machine"&pg=PA68

Modern printer hacking goes back almost a
decade

2002 2006 2011
Initial printer hacks Broader & deeper Revived printer hacking
(FX/pH) printer hacking interest

(irongeek)

This talk focuses mainly on
remote code execution
inside MFPs/printers
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In 2010 we demo’d : mapping public MFPs

Google Earth
File Edit View Tools Add Help
v Search

Fly To | Find Businesses | Directions I

Fly toe.q,, 37 25.818' N, 122 05.36' W

[ =l Q

L0 xux ‘ a0 an 7

v Places i a3 22 30 Bk

O S My Places
E M&E Temporary Places

E S AndreiCostin_Geolocation_MF k524
Canon 6440 130/ 24%% % ; 130 Pdx K .
HP 8566 : : : & 91,90 xxx : 1252 50 o
Lexmark 390 : : e
Kyocera 359 R i ; _
Ricoh 1199 3 : B iy ke o : SRR
1BM 62 . s . 3 93;::9 ;:‘s(:a;:;.:“. e 210 T
Xerox 1362 5 5 % 59 PaTicod fogadie ~ PR T T
Olivetti 7 JATN 2T ¢ AR .
Epson 561
Konica Minolta 470
Brother 1
Dell 297 : o8 3
Others 460 1 % R &1 Ji; 5 i 1 ‘ A8 A4 xxxigan A4 xxx

B2 T8xx

[}
D
[}
[}
[}
[}
[}
[}
5
[}
[}
[}
[}

PG
] 93 25x%kx195 BBxkx. S3513I0xx o
DI g5
g il g 2k &
g &
13020x% 2 < :
85 T g BBT txxx %3 L 135 2545 SR TSR
% A5.192; "432 Xl 1 225 e S 0 S
25192 s
iy 142 20 R

15121 1 x%% d ‘rn.‘V
Data SIO, NOAAYU.S. Navy, NGA GEBCO 19 :
] 20191 Dlg.lglelobe

T Ny % 2011 Cnes/Spotimags
I— » 5 o . ? ROLIMage ..
E + V@ 155 1 R s il Image ©:2011 Terral\ﬁemcs;

» Layers Earth Gallery » ey 457%02'38.08" N 9°48:18.24" E €lev: 3173 ‘m:xx bix Eyeralti-4 17645 km

1'BDx g 1A

ttp://www
RESEARCHLABS



http://www.youtube.com/watch?v=t44GibiCoCM

and generic MFP payload delivery using Word
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Printing this page will upload a file to the printer's filesystem. N
¢

¢\ Select Telnet 10.27.2.20

BPJL FSDIRLIST NAME=""0:"

Bcfore LIP

After LIP

http://www.youtube.com/watch?v=KrWFOo02RANK (there are false claims of some guys)
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http://www.youtube.com/watch?v=KrWFOo2RAnk
http://www.youtube.com/watch?v=njVv7J2azY8

and generic MFP payload delivery using Java

» M= B3N / Hacking Printer - Windows Internet Explorer =101 %]
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g See what's printing z wrp:f... 0 Rosdy HP Laser Jot S000 Series PCL
4] Select printng
preferences
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s Shate this printer
=) Rename this printer
¢ Dealate this peinter

http://www.youtube.com/watch?v=JcfxvZml|6-Y
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http://www.youtube.com/watch?v=JcfxvZml6-Y
http://www.youtube.com/watch?v=JcfxvZml6-Y
http://www.youtube.com/watch?v=JcfxvZml6-Y

Agenda

1. Quick refresher

} 2. What about PostScript?

3. So, what and how did you find?
4. Attacks in a nutshell

5. Solutions and conclusions

" RESEARCHLABS

10



PostScript who? It’s Adobe’s PDF big brother

Adobe PostScript and
the future

PostScript is a living language.
Since introducing PostScript in
1985 as an open standard, Adobe
has continually made improve-
ments to the software.This has
yielded powerful new capabilities
such as Adobe PostScript Fax
printers and the coming generation
of multifunction products, which
will include fax. cobvina.and
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http://www.adobe.com/products/postscript/pdfs/psprintprime.pdf
http://www.adobe.com/products/postscript/pdfs/psprintprime.pdf

Adobe is the dominant PS implementation

Distribution of Postscript interpreters

Other PS
interpreters

Adobe PS
interpreters

D SECLURITY RESEARCHLABS

Source: Adobe specification supplement note
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PS is build to handle complex processing tasks

Graphics & patterns Complex math Web servers

R
e 'E?.Gﬂé?uq)ua %ap 5
TN ®)

P
oS

|/U I/O subsystems

<[>

Ray-tracing, OpenGL Milling machine XML Parsers
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PS> “shell” — where?

From the official Postscript specification, “2.4.4 Using the Interpreter Interactively” :

Once the input and output connections are established, you can invoke the inter-
active executive by typing

executive

(all lowercase) and pressing the Return key. The interpreter responds with a
herald, such as

PostScript(r) Version 3010.106

Copyright (c) 1984-1998 Adobe Systems Incorporated.
All Rights Reserved.

Les> ]

D SECURITY RESEARCHLABS 14


http://www-cdf.fnal.gov/offline/PostScript/PLRM3.pdf

Debugging is enabled on most PS instances

PS-
executive
debug
disabled/NA

PS-
executive
debug
enabled

D SECURITY RESEARCHLABS
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PS> “shell” — how?

" Codedemo— telnet 192.168.0.1 9100 and dump this:

I'_r|||||I|||.:I'll:ll|||I|||.Ell:ll|||I|||.Ell:ll|||I|||.'qll:ll|||I|||.5|I:I||||
1 +%-12345X@dPJL JOB
£ iPJL ENTEE LANGUAGE = POITICRIPT
2 3 'P3-Adobhe-3.0
4 2%3Title: Launch the executive 1lnterpreter
= 3%Creator: Phcripti.dll Version S5.:2.:2
& %% Creationbate: 1/1/9999 00:00:00
7 %3For: printer hacker by Andrei Costin
2 2 DocumentData: CleanVEBit
2 23 TargetDevice: [(HP LaszerJdet 5000 Seriez) (2014.105) 1
10 z:Languagelewvel: 2
11l 3z EndComments
1z
13 executive
14

9
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o Va4
PS> “shell” — how?
a1
=181

< RN | _’J
INS

int, Col. 1, CO DOS Mod: 20/12/2011 19:58:25 Bytes Sel: 365

9 RESEARCHLABS 17


video & code/28c3_video1_ps_shell_executive_interpreter.avi

Agenda

1. Quick refresher

2. What about PostScript?

} 3. So, what and how did you find?

4. Attacks in a nutshell

5. Solutions and conclusions

" RESEARCHLABS
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We needed a PS-based firmware upload

Click the “Browse” button. In the resulting file open window, select the firmw:
update file that is provided as part of this update package. Firmware update file
will have a file extension of “.ps”. Shown in the upper red oval.

X' CentreWare
Internet Services

XEROX Phaser 6250

Name: kevind6250

DNS:  kevind6250. File Download
support.office.
Xxerox.com
B 136270247 [Selecta prlnt~re file ( PostScript, PDF, PCL or Plain Text) and |

press the proth

@ Phaser 6250

----- ] Print Information Page
- +{_1 Print Saved Jobs

[+ {1 Manage Saved Jobs

] File Download | ® Printimmediately |

J

[ Browse...

L] Print Demo Pages O Saved Print
~{#] Print Color Samplers
~[)] Print Configuration Pa Job Name: | |

Figure 4: Select the firmware update file and press the green button to send it.

D SECURITY RESEARCHLABS

19



This is too good to be true....

VxWorks API
/VX* Xk k

Debug/QA API

Pump PWM
/***pumppwm

N .

] —
—
-

RAMdisk API
/***ramdisk

RAM API
[EFE pgm*H*

Logging API
/***EventlLog

BillingMeters API
/***meter***

Flash API
/***ﬂash***

" RESEARCHLABS
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Memory dumping reveals computing secrets
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Demo

£ JHome - Phaser 8560N - Mozilla Firefox

=181 x
Fle ESt VYiew Hgoy Bookmars ook Heb
<linewmb  [Cimewnb  |Ciewnd  [Cinewmb  [Cimewws  [Ciewns  |Cimewmb  [[imewmd  [Cmewms  |Cinewmb  [Cimewmb | remer x 0 4 -
& 2 | [ 192168.0.103 - | |29 - gbrater offshore k.2
(2] Most visted @ Getting Started > Latest Headines | | Keep It! N
Wy -
Internet Services £
Printer Index
Phaser 8560 Neighborhood
e E— Features
i - 1 ; Premium color printing - up to 2400 @ Status
“ P FinePoint
i s Fast printing up to 30 pprm and
V"' J unrivaled 6 iec:fnt:s to first page
) ; Qutstanding performance with 600
y MHz processor @ Jobs
Ny Easy to load solid ink consumables
N True Adobe PostScript 3
y Easy instalistion and use with
Phaser Software @ Print
_ Optional Features
(¥ = installed on this system)
Automatic two-sided prnnting 3
Name: Phaser 8560N 525-Sheet feeder Properties
T K Advanced Features
DNS Unknown ¥ Network Intarface
1e 1922000200 Printer Drivers
i
Contact: Install Printer Drivers @ Support
Location:
Status:  Ready
Refresh
Status
Record =
COPYRIGHT © 2007 XEROX CORPORATION. All Rights Reserved. Sop
Pause
XFROX v &

D SECURITY RESEARCHLABS

22


video & code/28c3_video3_ps_random_memory_OS_access_with_ADMIN_users_enabled.avi

Admin restriction fail to prevent memory dumping
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(2] Most visted (@) Getting Started | = Latest Headines | | Keep It!

Protected Object

This object on the RomPager server is protected.

Retum to last page
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video & code/28c3_video5_ps_web_basic_auth_credentials.avi

Basic auth password can be dumped

1) Authorization: Basic YWRtaW4yO...

2) HTTP/1.1 200 OK

.

" RESEARCHLABS
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HTTPS / IPsec secrets are “leaky” as well...
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http://osdir.com/ml/network.freeswan.user/2003-08/msg00451.html

Demo

-RemoteDesktop =10 x| =18 x

=8| %
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video & code/28c3_video7_ps_printed_docs_log.avi

Attacker has access to printed document details

W RESEARCHLABS
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7 UltraEdit-32 - [Efy~Andrei~ 2803 socket _outbound _ping.ps]

| A Ele gt Search Prowct yiew Foms; Cobmn Maoo Advanced Window Help =lelx
¢+ D W R &2 W 4| F @ Exam[vm - InsdNPg BES & TN
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Ln 1, Col. 1, €0 pos | [Mod: 21/12/2011 00:55:16  [Bytes Sel: 514 ms [
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video & code/28c3_video8_ps_sockets_outbound_connections.avi

Attacker has access to BSD-style sockets...

D SECURITY RESEARCHLABS
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Analyzed MFP cannot protect effectively

Protection measures

Privilege level separation

Restrict sockets on unprivileged modules

W RESEARCHLABS

Fail / warn / ok
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xerax Phaser 85600MN
xerax Phaser 85600
¥erax Phaser 8560
xerox Phaser 85600T
“erox Phaser 8500MFR,/D
xerox Phaser 8560MFR,/T
“erox Phaser 8500MFR/M
xerox Phaser 8560MFP/ X
¥erax Phaser 8500N
xerox Phaser 85000MN
xerax Phaser 85500DF
xerox Phaser 6360MN
xerax Phaser 63600MN
xerox Phaser 63600T
xerax Phaser 63600
xeroy ColorQube 8570M

D SECURITY RESEARCHLABS

serox ColorQube B5700MN
xerox ColorQube 85700T
<erox ColorQube B2700MN
xerox Phaser 77600M
xerox Phaser 77600%
xerox Phaser 77606k
xerax Phaser 7760GxM
xerox Phaser 45108 BAW
“erox Phaser 4510M BAW
xerox Phaser 451007 BAW

serox Phaser 45100x B

xerox Phaser 55508 BAW
“erox Phaser 950N BAW

xerox Phaser 55500M BAW

“erox Phaser 55007 B\
zerox Phaser 8510

Plenty of Xerox printers share affected PS firmware
update mechanism
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Agenda

1. Quick refresher
2. What about PostScript?

3. So, what and how did you find?

} 4. Attacks in a nutshell

5. Solutions and conclusions

" RESEARCHLABS
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Remote attacks can be used to extract data

Stage 1 — SocEng Stage 2 - Printing Stage 3 — Exploiting/spying

Print

attachment

Malware exploits
internal netw. or

§j§ extracts data

—

v = 5pool
= malicious
: byte

stream
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Agenda

1. Quick refresher
2. What about PostScript?
3. So, what and how did you find?

4. Attacks in a nutshell

} 5. What’s next, solutions, conclusions

" RESEARCHLABS
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What’s next? PS + MSF + FS + Sockets = PWN!

(2 SECURITY
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Solutions

Actor Suggested actions
Admins * Disable Language Operator Authorization
* Look for security bulletins and patch
® Sanbox printers in your network
* Include MFPs in security audit lifecycle
Users } * Do not print from untrusted sources
Vendors * Create realistic MFP threat models
* Do not enable/expose super-APls

RESEARCHLABS
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video & code/28c3_video9_ps_SOLUTION_language_operator_authorization_disable.avi

Thanks/resources

Xerox Security Team

Positive responses, active mitigation

www.tinaja.com

Insanely large free postscript resources dir

www.anhastigmatix.net

Very good postscript resources

www.acumentraining.com

Very good postscript resources

Personal thanks

Igor Marinescu, MihaiSa

Great logistic support and friendly help

" RESEARCHLABS
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https://picasaweb.google.com/igor.marinescu
https://picasaweb.google.com/igor.marinescu
http://www.xerox.com/security
http://www.tinaja.com/post01.asp
http://www.anastigmatix.net/postscript/resource.html
http://www.acumentraining.com/resources.html

Take aways

" MFPs are badly secured computing
platforms with large abuse potential

" Upcoming MFP attack could include
viruses in Office and PS documents that
extract organization data

" Securing the MFP infrastructure requires
better segmentation, strong credentials,
and continious vulnerability patching

Questions?

Andrei Costin andrei@srlabs.de
http://andreicostin.com/papers

" RESEARCHLABS
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fde Edt  Yew Hgoy Dockmards Boks Help

< | New Tab = @l

\(-/--) -

192.168.0,103/ securtysettngs. html

(2] Most visked @ Getting tarted > Latest Headines | | Keep Rt

Administration
Modify Configuration Web Pages
View Configuration Web Pages
View Home & Status Web Pages
Manage Job Accounting

Delete Font File —

Web Server Pri ;
: A user name and are being requested by http://192.168,0.103, The skte says: “View
Print Demo Pag. Configuration Web P :

< < < <
17007
| O O890

x|

File Download User Name: I |

Printer Neighbc  password: I

Modify Preferer [TI il I

View Preferanc

Initate Pnnter Search v
Initiate Status Refresh v
Generate Reports v

EURE IR

-
-
-

Language Operator Authorization

Some printer languages are capable of modifying the
device configuration. Uncheck the box to prevent
configuration changes by printer language operations.

Allow printer configuration changes by language operations [&

Save Changes Discard Changes

Waking for 192.168,0.103... ¥ & 2007 XEROX CORPORATION. All Rights Reserved.

D SECURITY RESEARCHLABS
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video & code/28c3_video4_ps_web_securitysettings_credentials_html_form_cleartext.avi

Password setup is sniffed by the attacker

1) HTTP request — password clear text >«

(P

2)HTTP reply
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video & code/28c3_video6_ps_web_device_discovery_SDP_UPnP.avi

Attacker has access to network topology — no-scan
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