Harvesting boarding passes

28C3 — Lightning Talks — Day3
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http://andreicostin.com/papers/

(AP (BN LS

e o ot ALY 7
— e IMER. e YeG 100% POERIEN EXEC 100K ]
Qﬁi ""':l: m,}w w%&:;zn:aw v 1036580770 '1“;"' A s
\ X |/ 54
{ e 7 o:: oc'w'mg“ T ¢Mﬁwr'ui' %”?mn m.-fm > AT -mlm‘. '!!” v
f Pt J L h
i § (400 “‘ swé%mll ’lo“‘ ﬁwﬂn‘mu L) (OB IIE BB 16 {s.9 "':‘ s
. AR W " L . NN ey <y
N w 5 care o= WMo wo o e pryr—r— Hph .,
‘aare WP ot g:}:mo AT 4:08 ™M nEIesETs A (L C g W 913 G oo .
3 thoar ! " o m——r— e
_”‘w x> - O L OG- R e BOARDING G 214 ™ p
N e SIS sear 1C gear  3H JIOR T0 DEPAP )
sEAT A 04 iz
M - LoCaiiN Cal
g e CAUIN oyt ** :.up?ul-m NEQUINED w s PAPEN AECUINED we
< OWIN nm:n-n'{- n PAPER o
PR
1 IPF MRERL YLMRES '“l“‘"!‘w&;v;u:l:"
PP/E] YA 5 PREMTIER FREE 30
) e
—e b B — s “.
TH 1P /K THBERL YL [ 7 R upste o Mol 8 = o
‘c_mlokg' ””‘.O‘U.N ,-l.A. qi.’.'m HERTINT . I;'-".A ) UK1425 s
e NRCELONN i e > JGEL ES ) kS
5 - 18C0
CVARTS A A 100 P
BEPART 1315 AN o o=t e 2
BOARDS AT 4330 PM
BOARDS AT 10:30 AM C
BOARDS AT B0 Mn
SEAT i §
e e B 1 SEAT 1%“ Lo wn ac
S— (RCTIN RO AV IAUoey st \S "1 ‘.;.-.;’::1'::: 3T Lo 1-CABIN ‘Q
e 3~ e it we LTKY 616 2347149137 LA e e s
g /0 MBI Y MRS [Eg— 4
w'w 1000 TRIPP/NIMBERLY - i ‘fﬂl’i’ﬁlﬂlluY L l
s GO0 SARD 70 RA/BLUEL 3204604 ey - TRIPP /| i !
3 . LounoN L TRIPP/K IMBEALY | M KINBEALY L M
1" 2] wov 1 BARCELONA BCH FHA 1AD
- AN FHANC 6CO nom SEA |
.~ LON / HEATHAD [ - - FRA UNITED ATALINES DA UNITED ATRLIMES |
A 670 M 12NOYV 0725 LUF THANSA ARG - £l

DEPARTS AT 12 30 PW “a.o a-_-u;la”A, !5

STl
L 15H &

L2 ETET NO

A TAKT AND BACEAG Chck

CouroN

LH 465 € \BNOY

us 917 1-I

1140 164
R 2

UA 957 C 1o
1635 78
o

TSRS Y=






Online check-in is established trend




We can learn airline preferences

O

WUNITED ~rcanaoa® Sy AMERICAWEST

= S AIRWAYS c:;m??y:m . AmericanAirlines’
wmmsiarwns —  ANAL  Allitalia
sabena v AIR FRANCE ., griantic iy
LoanTas Jiil- A Delta Air Lines
mamm%mmn CRUSRLMEN  VARIG

@Thui swiss:l'rﬂ

Tha Abregys Ingereacoeg




FTdetails — checkins, logins, other actions



http://www.google.com/search?q=wikileaks+whitehouse+frequent+traveler

VERTREK DEPARTURE

T!jd Viucht Bestemming Balie Opmerki
Time Flight Destination Desk Rema
00:00 HV-000  BAGGAGE DROPOFF 05 05 TRANSAVIA
100:00 HV-001 BAGGAGE DROPOFF  TRANSAVIA
00:00 VG-000  ALL VG-FLIGHTS < ~ VLM AIRL.
oo 00 VG-000 BAGGAGE DROPOFF 01 VLM AIRL.

14:00 AAG-001 001 .COVENTRY ____________ .ATLANTIQUE
14:05 HV-5053 ALICANTE NS "TRANSAVIA
i?é?HV&sozs "MALAGA " 07 07 TRANSAVIA
"45:10 VG-287  LONDON/CITY AIRPORT 02 03 VLM AIRL.
15:45 HV-213 _ EINDHOVEN R 08 TRANSAVIA
15:45 HV-213 TENERlFE . 08 TRANSAVIA

16:20 HV- 6093 *'6‘44 TRANSAVIA

17:00 VG 291 LONDON/CITY AIRPORT 02 03 VLM AIRL.
Roken in het gebouw en op het platform is niet toegestaan 1 2 S .

SAMSUNG




Preferred routes/ports — predictable space
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Various /dev/random ideas
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» Impersonate the person with a higher degree of
credibility given level of details learned

» Learn very-near future plans

every 24h window try to check-in given FT-number and last
name and see what flights are scheduled for the person)



Various /dev/random ideas
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» Marriage cheating cases more easily detectable, etc.
Usetul for private-detective services

» Deliberate “leakage” of fake/misleading boarding
passes by the “victim”
“victim” is actually an attacker in this case

so that intelligence gathering dudes will have a hard time
tracking down the so called “victim” ©



Usetul “google dorks”
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"BOARDING PASS" "Please keep this document until the end of your trip" file e S

About 43 results (0,17 secaonds)

[POF] Internet Check-In

wanney, Sary. eefftpdhenn/Kommertskool/Magistnd/Eksam. pdf
File Farmat: PDF/Adobe Acrobat - Cluick View

BOARDING PASS. Please keep this document until the end uf j-,ruurtrlp SEC. NF:
KL1E74: 055, KL1329: 024, Marne. TemaeuiSiaies_ticl ot # gl

[FOF] Internet Check-In
ludde. starkast. net/dokument/Boardingpass-ludde. pdf
File Farmat: PDOF/Adobe Acrobat - Cluick View

BOARDING PASS. Please keep this document until the end of trip. Sec. nr.:
AF1263: 36, AF7EE0: 71. Name, MG iibge C-ticket # “




Usetul “google dorks”
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Usetul “google dorks”
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http://www.exploit-db.com/google-dorks/
http://www.exploit-db.com/google-dorks/
http://www.exploit-db.com/google-dorks/
http://www.exploit-db.com/google-dorks/
http://www.exploit-db.com/google-dorks/

Take away: Don’t stalk!
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IT's NOT A JOKE.
IT's ROt ROMANTIC.
IT's ROt ok. .-
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